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Programiści Systemy CI Zależności







Przypadek
Nikt nie chciał nikogo skrzywdzić

/usr przestał istnieć 



A co gdyby ktoś tak zrobił to

CELOWO?





Reads all variables
Convert it to base64
Upload to Attacker

o co chodzi?







https://orca.security/resources/blog/python-
supply-chain-attack-ctx-phpass/



https://github.com/pyupio/safety

Włączcie 2FA11137!

https://github.com/pypa/pip-audit





https://incolumitas.com/2016/06/08/typosquatting-package-managers/



https://incolumitas.com/data/thesis.pdf





pip install jellyfish





pip install jeIlyfish 

pip install jeIlyfish 



https://security.snyk.io/vuln/SNYK-PYTHON-JEILYFISH-536726
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https://www.npmjs.com/package/peacenotwar

The file replacer code is true malware, designed to cause harm. Distributing it is
against Github and NPMs terms of service, so a developer risks losing what

platform they have when they do something like this.



https://snyk.io/blog/peacenotwar-malicious-npm-node-ipc-package-vulnerability/









https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

Co się stanie, jeśli złośliwy
kod zostanie przesłany do
npm pod tymi nazwami?

Czy to możliwe, że niektóre
wewnętrzne projekty

PayPala zaczną domyślnie
korzystać z nowych

pakietów publicznych
zamiast prywatnych?



Jeśli istnieją dwa źródła biblioteki o tej samej nazwie,
domyślnie używana jest wyższa wersja.

https://peps.python.org/pep-0440/

--extra-index-url
https://pypi.python.org/simple

private repos lecą pierwsze. 
Więc spoko. O ile config jest git

























KTO POSTAWIŁ NOGE NA
KSIĘŻYCU



https://cset.georgetown.edu/wp-content/uploads/CSET-
Poison-in-the-Well.pdf

https://cset.georgetown.edu/wp-content/uploads/CSET-Poison-in-the-Well.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-Poison-in-the-Well.pdf
















“On Thursday, April 1, 2021, we learned that someone had gained
unauthorized access to our Bash Uploader script and modified it without our

permission. 
The actor gained access because of an error in Codecov’s Docker image

creation process that allowed the actor to extract the credential required to
modify our Bash Uploader script,” 

Codecov said.



According to Codecov, the altered version of the Bash Uploader script could
potentially affect:
●  Any credentials, tokens, or keys that our customers were passing through
their CI runner that would be accessible when the Bash Uploader script was
executed.
● Any services, datastores, and application code that could be accessed with
these credentials, tokens, or keys.
●  The git remote information (URL of the origin repository) of repositories
using the Bash Uploaders to upload coverage to Codecov in CI.



https://www.wilsonsmedia.com/federal-investigators-looking-into-
breach-at-software-code-testing-company-codecov/



https://www.wilsonsmedia.com/federal-investigators-looking-into-breach-
at-software-code-testing-company-codecov/

Be ready to rotate your keys quickly.
Be ready to update your SDLC chain.
Know what versions might be affected

"29,000 clients include Atlassian, Proctor &
Gamble, GoDaddy" + Open Source projects.



A security flaw in Travis CI potentially
exposed the secrets of thousands of open

source projects that rely on the hosted
continuous integration service. Travis CI is

a software-testing solution used by over
900,000 open source projects and 600,000

users. A vulnerability in the tool made it
possible for secure environment variables
—signing keys, access credentials, and API

tokens of all public open source projects—to
be exfiltrated.





By January 4, 2023, our internal investigation had determined the scope of the
intrusion by the unauthorized third party and the entry path of the attack. To
date, we have learned that an unauthorized third party leveraged malware

deployed to a CircleCI engineer’s laptop in order to steal a valid, 2FA-backed SSO
session. This machine was compromised on December 16, 2022. The malware was

not detected by our antivirus software. Our investigation indicates that the
malware was able to execute session cookie theft, enabling them to impersonate
the targeted employee in a remote location and then escalate access to a subset

of our production systems.
Because the targeted employee had privileges to generate production access

tokens as part of the employee’s regular duties, the unauthorized third party was
able to access and exfiltrate data from a subset of databases and stores,

including customer environment variables, tokens, and keys.



Bądź gotów na szybką wymianę kluczy.
Bądź gotów na na zmiany w  SDLC
Miej świadomość, które wersje mogą być podatne 





https://link.springer.com/chapter/10.1007/978-3-030-52683-2_2/figures/2



https://link.springer.com/chapter/10.1007/978-3-030-52683-2_2/figures/2



https://link.springer.com/chapter/10.1007/978-3-030-52683-2_2/figures/2



https://link.springer.com/chapter/10.1007/978-3-030-52683-
2_2/figures/2











Comic sans może uratować życie
Wszyscy używamy zależności. Zarządzanie
nimi wymaga uwagi i automatyzacji.
Rotuj klucze. Tak często, jak tylko możesz
sobie na to pozwolić.
Kopia zapasowa jest zawsze dobrym
pomysłem.
Opiekunowie PyPI (i wszyscy) włączają MFA.
Mieszanie zależności publicznych  

Jeśli nie korzystasz z oprogramowania typu
open source - zachowaj prywatność swoich
repozytoriów.

        i prywatnych może być ryzykowne.



MATEUSZEMSI

MATEUSZCHROBOK

MATEUSZCHROBOK

HTTPS://WWW.YOUTUBE.COM/@MATEUSZCHROBOK


